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1. Release Schedule Changes 
2. Security Updates
3. Virtual Y Reminder 
4. Product Roadmap Reminder
5. Community Resources
6. Questions



UPDATE : Change in H2 
Release Schedule



Point Release: August/September 2024 

● Colorways

○ Membership Calculator compatibility

○ Schedules compatibility

● Layout Builder technical debt fixes and improvements

● Ongoing bug fixes



November 2024 Release - Mid-November - Date TBD

● Small Y Template 

○ Updated content architecture targeted at small Ys

○ New design options banners

○ Updated navigation options

○ Streamlined content administration

○ Brand-compliant, standardized, & accessible

Stay tuned for Community Presentation 



Point Release: December

● Demo content for the Small Y Project

● Small Y project Technical Dept Clean up

● Bootstrap 5 updates



March 2025 

● Membership Calculator updated design

○ Includes new Financial Aid Estimator

● Iconography for Design System

● “Dark Mode” for Design System

● Drupal 10.3 Update

● Finalization of Vue.js updates

● Finalization of Bootstrap 5 updates



Security Updates



Security Updates

Remote Unauthenticated Code Execution Vulnerability in 
OpenSSH server

It was discovered that OpenSSH incorrectly handled signal 
management. A remote attacker could use this issue to bypass 
authentication and remotely access systems without proper 
credentials.

In-depth info at: 
https://blog.qualys.com/vulnerabilities-threat-research/2024/07/01/r
egresshion-remote-unauthenticated-code-execution-vulnerability-in-o
penssh-server 

https://ubuntu.com/security/CVE-2024-6387
https://ubuntu.com/security/CVE-2024-6387
https://blog.qualys.com/vulnerabilities-threat-research/2024/07/01/regresshion-remote-unauthenticated-code-execution-vulnerability-in-openssh-server
https://blog.qualys.com/vulnerabilities-threat-research/2024/07/01/regresshion-remote-unauthenticated-code-execution-vulnerability-in-openssh-server
https://blog.qualys.com/vulnerabilities-threat-research/2024/07/01/regresshion-remote-unauthenticated-code-execution-vulnerability-in-openssh-server


Upstream “supply chain vulnerability” 

For users of Virtual Y, Activity Finder, and other Website 
Services “in-page applications”: 
In February (WS 10.3.2), we released an important patch available 
that fixes a major JavaScript issue that can cause Virtual Y, Activity 
Finder, or Group Schedules not to load. The issue which was 
theoretical at the time has now been reportedly exploited, affecting 
100K+ sites.

If they have not already, please ask your agency partners to 
incorporate the patch in that issue as soon as possible.

More information in the docs
In-depth info at polykill.io 

https://github.com/open-y-subprojects/openy_custom/pull/66
https://www.darkreading.com/remote-workforce/polyfillio-supply-chain-attack-smacks-down-100k-websites
https://ds-docs.y.org/blog/2024/02/29/polyfill-security-notice/
https://polykill.io/


Mitigation across common hosting providers

OpenSSH Polyfill

Acquia (https://security.acquia.com/) Unaffected Requires code update

Pantheon Monitoring, no known issues Requires code update

Platform.sh Unaffected Requires code update

YUSA Patched Patched

OneEach Patched Requires code update

All sites maintained by ImageX, YUSA, ITCare, OneEach, 5 Jars, and 
JWTech have been updated to mitigate the Polyfill vulnerability!

https://security.acquia.com/?tcuUid=c5d6df12-7860-4bb1-86fb-a8b7bffbd11b
https://security.acquia.com/?tcuUid=2e946a95-fc39-4dd6-b61d-2a58e35c933d
https://status.pantheon.io/incidents/68s3pqcj4wtr


Virtual Y Update 



Virtual Y Update

● Reminder: YMCA’s Virtual Experience Platform (“Virtual Y”) 
sunsets on Tuesday, December 31, 2024.

○ Virtual Y sites hosted with Y-USA will be decommissioned on 
that day.

○ Virtual Y hosted outside of Y-USA can continue to run their 
websites, but no code updates will happen after 12/31/24.

○ Please consider migrating to YMCA360.

○ Review the August, 2023 Community Call for the YMCA360 
Introduction and Demo.

https://link.ymca.net/mlink/post/MTQ3NDY
https://www.ymca360.org
https://youtu.be/jrmfolp7sCk?t=410
https://youtu.be/jrmfolp7sCk?t=410


Virtual Y Update

"As YMCA360 evolves, it is positioned to be a great platform for 
mission-oriented storytelling. Y-USA recognizes Wichita YMCA’s 
accomplishments and is working directly with the YMCA360 team to 
help further develop their platform. YMCA360 provides a wonderful 
example of Y initiative and serves as a great virtual experience 
platform built by the Y for the Y!" - Tom Gardner, July 2023

● https://resources.ymca360.org 
● jessica.stroot@ymcawichita.org 

https://resources.ymca360.org
mailto:jessica.stroot@ymcawichita.org


Virtual Y Hosted with Y-USA: How to Cancel

Open a YMCA’s Digital Services Support ticket

● Login to your Virtual Y website with your Site Owner user account.
● Click on Manage → Configuration.
● Scroll to the bottom.
● In this section, click the Submit a support ticket link, fill out the 

form stating your intent to cancel, and specify which date should 
be the last date of operation.



Product Roadmap Portal



Don’t forget about YUSA’s Product Roadmap Portal!!

Future Roadmap Updates
● Find updates on recent Releases with links to key documentation
● See what is happening in the current Release
● See what is being planned for upcoming Releases

Submit Ideas and Feedback
● Provide feedback on an existing or upcoming feature
● Submit new feature ideas and suggestions

ds-docs.y.org/roadmap

https://ds-docs.y.org/roadmap/


Community Resources



Join the conversation and keep in touch!

🌐 ds.ymca.org 
the gateway to YMCA’s Digital Services

📖 ds-docs.y.org
documentation for the distribution

📺 youtube.com/@ymcasdigitalservices
videos & tutorials

󰳕 github.com/YCloudYUSA
Organization on GitHub with main code repository and components

🗣 YUSA Slack
discuss & get help. Invite in chat.

https://ds.ymca.org/
https://ds-docs.y.org
https://www.youtube.com/@ymcasdigitalservices
https://github.com/YCloudYUSA


Happy 
July
WEBSITE SERVICES
CORE TEAM


